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KonnuaectBo nonb3oBareneit cetn untepHet B Peciy6nuke benapyce u ux
ceTeBass AaKTUBHOCTh HMMEIOT YCTOMYMBYIO TeHJeHIuIo pocta. [lpuBegem
HEKOTOPbIE CTATUCTUYECKUE JAHHBIE U3 OTKPBITHIX UICTOYHUKOB CETH MHTEPHET.

K suBapro 2019 roma na 9,44 muH. xuteneit bemapycu mpuxommioch
11,87 muH. a00OHEHTOB MOOWJILHOM CBSI3HM, 3a TOJ MpUPOCT cocTaBmi 3,1%.
KonudectBo nHTEpHET-TIONIb30BATENEH TaKke moka3ano poct 4,5% u paBHsieTCs
7,03 mutH. uenoBek, uinu 74% HaceneHus.

THE ESSENTIAL HEADLINE DATA YOU NEED TO UNDERSTAND MOBILE, INTERNET, AND SOCIAL MEDIA USE

TOTAL MOBILE INTERNET ACTIVE SOCIAL MOBILE SOCIAL
POPULATION SUBSCRIPTIONS USERS MEDIA USERS MEDIA USERS

9.44 11.87 FAVK 3.80 3.14

MILLION MILLION MILLION MILLION MILLION
URBANISATION: vs. POPULATION: PENETRATION: PENETRATION: PENETRATION:

79% 126% 74% 40% 33%

J Hootsuite- arg al

CaMBIM MONYJISIPHBIM CalTOM SIBJIIETCS YouTube B CPEIHEM B JEHb
MOJIb30BaTENh NPOBOAUT HAa HEM npuMmepHo 8 MHUHYT 47 cekyHna. Ha BTopom
Mecte google.com — 7 MuUHYT 42 CeKyHAbl, Ha TPEThEM — CaWUT COIICETH
«BKonTakre» ¢ pesyaprarom 10 munyr 4 cexkyHabpl. B Ton-10 momamwm
yandex.by, Mail.ru, tut.by, Onliner.by, google.by, OK.ru u Wikipedia. org

bl ALEXA’S TOP WEBSITES

RANKING OF WEBSITES BY THE NUMBER OF VISITORS AND TOTAL PAGE VIEWS

#  WEBSITE TIME / DAY  PAGES / VISIT #  WEBSITE TIME / DAY  PAGES / VISIT
01  YOUTUBE.COM 08M 475 5.02 T ALEXPRESS.COM 12M 555 10.48
GOOGLE.COM 07M 425 9. 12 KUFARBY 13M 525
VK.COM 10M 045 6 3 YANDEXRU 06M 355
YANDEXBY 04M 125 ) 14 ASBBY 08M 028

MAILRU 05M 108 3.42 15 INSTAGRAM.COM 05M 475

TUTBY 06M 405 X 16 AVBY 14M 355

ONLUMNER.BY 08M 225 4.8 17 SEASONVAR.RU 02M 005

GOOGLE.BY 05M 275 73 8  KINOPOISKRU 03M 375

OKRU 04M 365 22 19 GOOGLERU 05M 075

WIKIPEDIA ORG 04M 155 217 20 2IVEKBY 05M 515



TomnoBeiM mouckoBbiM 3anpocoM Google B 2018 roay Oblia «moroga».
Heckonbko pexe Oelopychl HCKAIM «BK» W «OJHOKIAacCHUKW». Ilpm 3ToMm
cnenu(rKka TMOUCKOBBIX 3alpOCOB TIOKA3bIBACT, YTO IIOJB30BATEIH HE
3aIIOMHUHAIOT ajpeca MOJIOOUBIINXCS CATOB, a WIYT MX B IOMCKOBHKE, YTO
MOYKET TTOBJICYb NOMAaHue Ha MOAJIOXKHYIO KOIHIO HYXKHOTO pecypcea.

TOP GOOGLE SEARCH QUERIES IN 2018

BASED ON SEARCHES THROUGHOUT 2018

#  SEARCH QUERY #  SEARCH QUERY INDEX

01  NOropa 100 TAEOP

BK 79 AHOEKC
OOHOKACCHMKN 57 3 BKOHTAKTE

T 39 PELLIEBHMK

TYT EAMA 37 5 GUIEME

IOTYE MEPEBOL

MEPEBOONMK 5 OHJIAMHEP

HOBOCTH PACMMCAHMWE ABTOBYCOB
KYdaP KX 9 MaWN

PACTIMCAHME 3 WHTEPHET BAHKMHT

(e o e
®| Hootsuite are. |

AKTHUBHBIC I10JIL30BATEJIM COILICETEH COCTaBUIIM 3,8 MJIH. YEJIOBEK, U3 HUX
noutd 83 TpOIEHTa TMOJB3YIOTCS COLCETIMU C MOOWIBHBIX YCTPOMCTB.
Hanpumep, konmuuectBo 6enopycckux nocerutenaeii BKonTakre oneHuBaercs B
3,5 miH., OTHOKJIACCHUKOB — OKOJIO 2,7 MJTH., peKjamMHas ayauTopus Instagram
cocrasiiser 2,1 muH. noss3oBareneit, Facebook — 1 miH.

B benmapycu okono 11,87 wmiH. MoOWimbHBIX aboHeHTOB (126%
HACEeJIEHUs), UPOKOIMOJIOCHBIN JOCTYN UMEIOT 62% aOOHEHTOB.

BASED ON THE MUMBER OF CELLULAR COMMNECTIONS (MOTE: NOT UNIQUE INDIVIDUALS)

TOTAL NUMBER MOBILE CONNECTIONS PERCENTAGE OF PERCENTAGE OF PERCENTAGE OF MOBILE
OF MOBILE AS A PERCENTAGE OF MOBILE CONNECTIONS MOBILE CONNECTIONS CONNECTIONS THAT ARE
CONNECTIONS TOTAL POPULATION THAT ARE PRE-PAID THAT ARE POST-PAID BROADBAND (3G & 4G)

®@ES G

11.87 126% 53% 47% 62%

MILLION

Hootsmte ngl =



CormacHo uccinenoBanusiM, 81% oOenopycoB mmeer cuér B Oanke, 46%
JeNaloT TOKYINKM WM OIUIAYMBAalOT cyera 4vepe3 uHTepHeT. KommuecTtBo
BBIJIAHHBIX OAHKOBCKHUX IUIATEKHBIX KapTouek Ha KoHel 2018 roja mo qaHHBIM
HanmonansHoro 6Ganka Pecnybmuku bemapycs mpeBbicuno 15 wuH.,
uH(PpacTpyKTypa HX OOCITy>KHBaHMs BKItouaeT Oonee 121 ThiC. OOBEKTOB
TOPTOBJIU U cepBHca, 6oiee 4200 6ankomatos, 3100 HHGHOKMOCKOB.

VYkazaHHbIE TEMIIbl MPOHUKHOBEHHS] WH(OPMAIMOHHBIX TEXHOJOTHUN U
Oe3HATMYHBIX TIJIaTeKel BO Bce Cepbl )KU3HEACATEIILHOCTH YeJIOBEKa Haps Iy C
UMEIOIIE MECTO HEKBaTU(UIMPOBAHHOCTBIO M  HEOCMOTPUTEIHLHOCTHIO
ONPEACIEHHON 4acTu ITOJIb30BaTENEN SABJSIFOTCS IPEANOCHUIKON
BO3pACTAIOIIET0 KOJIMYECTBA KOMITBIOTEPHBIX UHIIUJEHTOB.

B  3akonomarenpctBe  PecmyOmmkm  bemapyce  mpemycMmoTpeHa
OTBETCTBEHHOCTh, B TOM YHCJI€ YI'OJIOBHAsl 332 COBEPILEHHE MPOTHUBOIIPABHBIX
JesSIHUN B cpepe BHICOKMX TEXHOJIOTHH.

VYT0JI0BHBIM KOJIEKCOM MPEAYCMOTPEH Psii MPECTYIJIEHUH, OTHECEHHBIX K
KOMITETEHIIMM TIOIPa3/IeNICHUI 110 PACKPBITHIO IPECTYIIEHUN B Chepe BHICOKUX
TEeXHOJO0rui. PaccMoTpuM ux nojpoOHee.

Cmampwsa 212. Xuwenue nymem ucnoib3068aHus KOMIbIOMEPHOU MEeXHUKU

1. XwumieHue uMyllecTBa MyTeM HU3MEHEeHUs uHdopmanuu, obOpabaTbiBaeMoOil B
KOMIIBIOTEPHOM CHCTEME, XpaHsIIelcs Ha MAUIMHHBIX HOCHUTENSX WIM IMepeaaBacMoi 10
CeTsIM MepeAayd JaHHBIX, JIMOO MyTeM BBEJICHHUS B KOMIIBIOTEPHYIO CHCTEMY JIOKHOM
uHdOpMaIuu -

Hakas3blBaeTcsd IITpadoM, WM JIMIOICHUEM [paBa 3aHUMaTh OIpe/eieHHbIE
JIOJDKHOCTHM WJIM 3aHUMATBCSl  ONPENETCHHOW JesTeNbHOCThIO, WM apecToM, WM
OTpaHHYEHUEM CBOOOIBI HA CPOK JIO TPEX JIET, UJIH JINIIEHUEM CBOOOIBI Ha TOT K€ CPOK.

2. To ke [esHHE, COBEpPUICHHOE IOBTOPHO, JUOO TPYNIOW JHI[ IO
IpeIBAPUTEIHLHOMY CrOBOPY, JHOO COMNPSKEHHOE C HECAHKIIMOHUPOBAHHBIM JOCTYIIOM K
KOMIIBIOTEPHOU UH(pOpMAIIH,-

Haka3blBaeTcs MmMTpadoM, WM UCIPABUTEILHBIMU pabOTaMU Ha CPOK JI0 JIBYX JIET,
WM apecTOM, WJIM OTPAaHUYEHHEM CBOOOJIBI HA CPOK OT JBYX O MSATH JIET, WU JIUIICHUEM
CBOOOBI HA CPOK JIO TSITH JIET C JIMIIEHHWEM IpaBa 3aHUMATh OINpeeNIeHHbIE JOIHKHOCTH
WJIM 3aHUMAThCS OTPEJICIICHHOM IeATeTbHOCTBIO I Oe3 JIUIIIECHUSI.

3. JlesiHus, npeaycCMOTpPEHHBIE YacTIMU | WK 2 HACTOSIICH CTaThH, COBEPIICHHBIC B
KPYIHOM pa3Mmepe, -

HAKa3bIBAIOTCSI JIMIIEHUEM CBOOOBI HA CPOK OT JBYX JIO CEMH JIET CO mTpadoM WIiIH
6e3 mrpada ¢ KoOHPUCKANMEH UMYIIECTBA WM 0e3 KOH(PHCKAIMU U C JIMIIEHUEM IpaBa
3aHUMATh OMPEJEICHHBIC TOJDKHOCTH WJIM 3aHUMAThCS OMPE/ICICHHON ACSITEIbHOCTHIO MIIN
0e3 JTUILeHusI.

4. JlesHusi, NpeIxyCMOTPEHHbIE dYacTsMud 1, 2 wiam 3 HacTosIIEH CTaThH,
COBEpIIIEHHBIE OPTaHU30BaHHOM TPYMION MO0 B 0000 KPYITHOM pa3Mepe, -

HAKa3bIBAIOTCS JIMIIEHHEM CBOOOJBI HAa CPOK OT IIECTH A0 MATHAIIATH JIET C
KOH(HCKAIMel NMYIIECTBA U C JIMIIIEHUEM TIpaBa 3aHUMATh OTPE/ICIICHHBIE JOIKHOCTH WIH
3aHUMATbHCSI OTMPEICTICHHON NeSTEIbHOCTHIO WIH 0€3 TUIICHHUS.



HeoOxomuMo ~ OTMETUTH, YTO  OTBETCTBEHHOCTb  3a  JICSHMS,
MpeAyCMOTpPEHHbIE c¢m.2 ]2, HacTynaer ¢ [4-1emnezo 6o3pacma.

[IpumepoM Takoro MPECTYIJICHUS MOXET OBITh XHUIICHHE JCHEXKHBIX
CPEACTB C HaWEHHOMN JTMOO MOXUIIIEHHOW 0AaHKOBCKOHM IUIATEKHON KApTOUKH C
MCIIOJIb30BaHUEM OaHKOMara, IJIATeKHOTO TepMuHana. B mocimemHee Bpems
HanOoJee aKkTyalbHbl (DAKThl XUIIEHUNA C HMCIOJIb30BAHUEM PEKBU3UTOB KapT
MPU OCYIIECTBICHUM MHTEPHET-TUIATEXKEH, a TakKe 3aBlaJCHUE JCHEKHBIMU
CpEICTBaMHU, XPAHAUIMMUCS Ha CUETaX Pa3IUYHBIX DJIEKTPOHHBIX IJIATEKHBIX
CUCTEM U CEPBHCOB.

Cmamos 349. Hecankyuonuposanuuiii 00cCmyn Kk KOMnblomepHou uHpopmayuu

1. HecaHKUMOHMPOBAaHHBIN JOCTyn K MH(OpMalUU, XpaHSLIecs B KOMIbIOTEPHOU
CHUCTEME, CETH WK HAa MAIIMHHBIX HOCUTENSX, COMMPOBOKAAIOIINIICS HAPYIIEHUEM CUCTEMBI
3amUThl (HECAHKIIMOHUPOBAHHBIA JTOCTYI K KOMMBIOTEPHON MH(MOpPMAIWK), TTOBICKIIUN TI0
HEOCTOPOXXHOCTH M3MEHEHHE, YHUUTOKEHHUE, OJOKUPOBAHUE MH(POPMAIMHM WM BBIBOJ W3
CTPOSI KOMIIBIOTEPHOT'0 000pYA0BaHUs TUOO MPUUNHEHNE UHOTO CYIIIECTBEHHOTO Bpeaa, -

HaKa3bIBaeTCA MITPadoM UITU apeCTOM.

2. HecaHKIIMOHMPOBAHHBIA JOCTYN K KOMMBIOTEPHON WHOOpPMAIMU, COBEPIICHHBIN
W3 KOPBICTHOM WJIM WHOW JIMYHOM 3aMHTEPECOBAHHOCTH, JUOO TPYIIOW JHI[ TIO0
MpeABAPUTEIHLHOMY CTOBOPY, JIMOO JIUIIOM, UMEIOIIUM JOCTYI K KOMIIBIOTEPHOU CHCTEME
WU CETH, -

Haka3blBaeTcsd IITpadoM, WM JIMIOICHUEM I[paBa 3aHUMaTh OIpe/eieHHbIe
JNOJDKHOCTH WJIM  3aHUMATbCsl ONPEACIICHHOW JESITEIbHOCTBIO, WIM apecTOM, WIH
OrpaHHYEHUEM CBOOOIbI HAa CPOK JI0 JIBYX JIET, MJIM JIUIIEHUEM CBOOOIbI HA TOT YK€ CPOK.

3. HecaHKIMOHMPOBAHHBIA JOCTYNl K KOMIIBIOTEpHOM uHpoOpManuu Judo
CaMOBOJIBHOE IIOJIb30BAaHUE 3JIEKTPOHHOU BBIYMCIMTEIBHOW TEXHUKOW, CPEICTBAMU CBS3HU
KOMIIBIOTEPU30BAaHHON CHUCTEMBI, KOMIIBIOTEPHOW CETH, IOBJIEKIIHUE I10 HEOCTOPOKHOCTHU
KpyIlleHHe, aBapuio, KaTacTpody, HECUacTHbIE CIIy4al C JIOAbMH, OTpHUIATEIbHBIC
U3MEHEHUS B OKPY’KAIOLIEH Cpelie WIM UHBIE TSKKUE MTOCIEACTBUA, -

HAKa3bIBAIOTCSI OTPAHUYEHUEM CBOOOIBI HAa CPOK JO TMATH JIET WIH JIMIIEHUEM
CBOOO/IBI HA CPOK JIO CEMU JIET.

Hanpumep — HECaHKIIMOHMPOBAHHBIA JTOCTYN (OTKPBITHE U MPOCMOTP
¢aiinoB, muceM, MEPENHCKU) K DIEKTPOHHOM IMOYTE, YYETHBIM 3alucsiM Ha
pPa3IMYHBIX cailTaXx, B TOM YHUCJE B COLMAIbHBIX CETAX, K HHPOpMAIINH,
coJiepalieicss Ha KOMIIbIOTepe, B cMapT(oHE M 3allMIIEHHOW OT JO0CTyma
TPETHUX JIUII.

Cmamws 350. Moougurayus komnvromepHol ungopmayuu

1. 3menenue undopmaimm, XpaHsmieicss B KOMIBIOTEPHON CHUCTEME, CeTH WM Ha
MAaIIMHHBIX HOCHUTEISAX, JHO0 BHECEHHE 3aBEIOMO JIOKHOW HH(POpPMAIUU, NMPUIMHHUBIINE
CYIIIECTBEHHBII BpEJ, MPU OTCYTCTBUH MPU3HAKOB IMPECTYIUICHUS MPOTHB COOCTBEHHOCTHU
(MomuduKanysa KOMIOBIOTEPHON HH(OPMAIUN) -

HaKa3bpIBAIOTCSA IITpaoM, WM JIMIICHHWEM TpaBa 3aHUMATh OIMPEJCIICHHbIE
JNODKHOCTH WJIM 3aHUMATbCS  ONPENEICHHOW JESTeNIbHOCThIO, WJIH apecToM, WU
OTpaHUYEHHEM CBOOOJIBI HA CPOK A0 TPeX JIET, WM JIMIICHHEM CBOOO/IBI Ha TOT K€ CPOK.



2. Monudukanms KOMITBIOTEPHOHN uH(pOpMaLIHH, ConpspKEHHAs c
HCCAHKIMOHHUPOBAHHBIM AOCTYIIOM K KOMHBIOTCpHOfI CHCTEME WJIM CETH JIMOO ITOBJICKIIAs
10 HEOCTOPOKHOCTH MOCIIEICTBUSA, YKa3aHHbIe B yacTh 3 cratbu 349 Koxaekca,-

HAKa3bIBACTCA OI'PAHUYCHUCM CBO6OI[I)I Ha CpOK 0 IATH JICT WKW JIMIICHUCM
CB06OI[BI Ha CPOK OO0 CCMHU JICT C JIMIICHUCM IIpaBa 3aHUMATL OMNPCACICHHBIC HTOJIKHOCTHU
WJTU 3aHUMAaThCA OMPEACIICHHON IEATebHOCTHIO TN 0€3 JIUIICHUS.

B kauectBe mnpumepa MOXHO NPHUBECTH IPOU3BEICHHBIE W3MEHEHUS
KOMITbIOTEpHON MHPOpMAIIUH: TIEPENHCKa B JJIIEKTPOHHOU MTOYUTE, B COLIMATLHOM
CeTH, B MECCEH/DKEpE C IIpaBaMM JpYyroro ImoJIb30BaTellsd; W3MEHEHUE
TEKCTOBOM, rpaduueckoi W WHOM HHQOpPMAIMU; BHECEHHWE W3MEHECHUU B
3alUIIeHHbIC 0a3bl TAHHBIX U T.1I.

Cmamus 351. Komnwvromepuwiii cabomadsic

1. VYMbluieHHbIE YHUUYTOXKEHHE, OJIOKHUpOBaHWE, MPUBEICHUE B HEMPUTOJIHOE
COCTOSIHUE KOMIIBIOTEpHOM HMH(pOpMalUMU WM TOPOrpaMMbl, JIMOO BBIBOJ U3 CTPOS
KOMITBIOTEPHOTO 000pyI0BaHUsl, MO0 pa3pylIeHHUE KOMIIBIOTEPHON CHCTEMBI, CETH WU
MalIMHHOTO HOCUTENS (KOMITbIOTEPHBIN caboTax) -

HakKa3blBalOTCs IITpadoM, WIM JIMIIEHHMEM T[paBa 3aHUMAaTh OIpeAeTICHHbIC
JNOJDKHOCTH WJIM  3aHUMATbCSl  ONPENICTICHHOW JesITeIbHOCThIO, WM apecToM, WU
OTrpaHHuYEHUEM CBOOO/IbI Ha CPOK JI0 MSTH JIET, WU JIMIIEHHEM CBOOOJIbI Ha CPOK OT OJIHOTO
roja 0 ISATH JIeT.

2. KomnbroTepHblii cab0TaX, CONPSKEHHBIM ¢ HECAHKLIMOHMPOBAHHBIM JIOCTYIIOM K
KOMITbIOTEPHON CUCTEME WIJIM CETH JIMOO MOBJIEKIINHN TSHKKUE MTOCIEACTBHUS, -

HaKa3blBaeTCs JUILIEHUEM CBOOOIBI HA CPOK OT TPeX 10 AECATH JIET.

3necb Mbl TOBOPUM 00 YMBIIIJIEHHOM YHUYTOXX€HUM (yJaJeHuH,
NPUBEJACHUM B HENPUTOJHOE COCTOSHUE, IIH(PPOBAHUN) KOMIIBIOTEPHOM
uHpopmarun OO €€ OJOKMPOBAHMM (HAaMpUMEpP ITyTEM CMEHBI MapoJis
J0CTyTa, U3MEHEHUH rPapUIecKoro Kioya u T.11.).

Cmamuws 352. Henpasomepnoe 3asnaderniue KomMnvromepHot ungopmayuet

HecankunonupoBaHHoe KONMUPOBAHME JMOO HHOE HEMpPaBOMEPHOE 3aBiaJIeHUE
uHpopMalMel, XpaHsiielcs B KOMIBIOTEPHOW CHUCTEMEe, CEeTH WIM Ha MAaIlWHHBIX
HOCHUTEIsAX, Ju00 mepexBar HH(OpMAIH, TepeJaBaeMoil C HCIOJIb30BAaHHEM CPEJICTB
KOMITBIOTEPHOU CBSI3U, MOBJICKIIINE MPUIMHEHHUE CYIIIECTBEHHOTO Bpea, -

HAKa3bIBAIOTCSI OOIIECTBEHHBIMU paboTaMu, WU MmTpadoM, WIH apecToM, WU
OTrpaHHYEHHEM CBOOOIBI HA CPOK JI0 JIBYX JIET, HJIM JIUIIEHUEM CBOOOIbI HA TOT JKE CPOK.

B JaHHOM CJIy4ac YUHUTBIBAIOTCA I[CflCTBPIH, CBA3aHHBIC C KOIIMPOBAHUCM
KaKoi-mrn00 3HaUMMON UH(POPMAIIMH, TOBJICKIINE TPUUMHEHUE CYIIECTBEHHOTO
Bpena. K nmpuMepy — KONMUPOBAHWE IMHCEM M3 BJICKTPOHHOW IOYTHI, JIMYHOMU
MEPENUCKN U3 COLUAIBHBIX CETEH, 3aKPBITBIX JIsi MOPOCMOTPAa TPETBUMH
munaMu pororpaduii ¢ KomMneroTEpA.



Cmamosa 353. Hzeomoenenue nub6o coObim cneyuanbHbiXx cpeocme Ois NOJY4eHus:
HEenpagomMepHo2o 00CMyna K KOMNbIOMEPHOU cucmeme Uil cemu

W3rotoBnenne ¢ wenblo cObITa JUOO COBIT CHENUANbHBIX MPOrPaMMHBIX WU
amnmapaTHBIX CPEACTB IS TOJNyYEHUS HEMPaBOMEPHOTO JOCTyNa K 3allHIIeHHOU
KOMITBIOTEPHOM CUCTEME WJIU CETH -

HaKa3bIBAIOTCS MmTpadoM, WU apecToM, WM OTpaHHYEHHUEM CBOOOJBI Ha CPOK JI0
TBYX JIET.

Crarpsi nmocTaTouyHO crnenupuyHA W TPUMEHSETCS TpU  pa3paboTke,
W3TOTOBJICHUM W  COBITE  CHCIUAIBHBIX MPOTPAaMM H  YCTPOICTB,
IIpeAHa3HAYEHHBIX JUISI OCYILECTBJIEHUS HECAHKLIMOHHUPOBAHHBIX JOCTYIIOB,
HalpuMep NOAAEIBHBIX CMapT-KapT AJIS IIPOCMOTPA 3aKOAUPOBAHHBIX KAaHAJIOB
CIIYTHHUKOBOI'O TEJIEBUACHUS.

Cmamosa 354. Pazpabomka, ucnonvzosanue 1ubo pacnpocmpanenue 8peodOHOCHbIX
npozpamm

1. Pa3pabGoTka KOMIBIOTEPHBIX TMPOrPaMM WJIM BHECEHHWE W3MEHEHUU B
CYIIECTBYIOIIME TPOrpPaMMbl €  IEJbI0  HECAaHKIIMOHUPOBAHHOTO  YHUYTOXKEHUS,
ONoKkupoBaHMs, MoJU(PUKAIMM WM KONMUPOBaHUS WHGPOPMAIMHU, XpaHALIEHCS B
KOMITBIOTEPHON CHCTEME, CETH WJIM Ha MAalIWHHBIX HOCUTENAX, Ju0o paszpaboTka
CIEIUANIbHBIX BHPYCHBIX TpOrpamMM, JUOO 3aBEIOMOE HUX HCMOJb30BaHUE, JHOO
pacnpocTpaHeHUe HOCUTENeH ¢ TAKUMU IPOrpaMMaMH -

HaKa3bIBAIOTCS 1ITpadoM, WM apecTOM, WM OTpaHHMYEHUEM CBOOOJbI HA CPOK JI0
JIBYX JIET, UJIU JINIIEHUEM CBOOOIbI HAa TOT K€ CPOK.

2. Te xe neWcTBUSI, MOBJIEKIINE TSXKKHUE MMOCIEICTBUSA, -

HAaKa3bIBAIOTCS JIMIIEHUEM CBOOO/IbI HA CPOK OT TPEX JI0 JIECSTH JIET.

K yromoBHoW OTBETCTBEHHOCTH IO JaHHOMW CTaTb€é MOTYT OBITh
IIPUBJICUCHBI JIMIIA 32 Pa3pabOTKy BPEIOHOCHOTO IIPOrPaMMHOr0 oOecrieueHus,
a TaKXke pa3pabOTKy M HCMOJb30BAaHHE BUPYCOB, HANpUMEp OJOKHUPYIOIIHUX

cMapT@oHBI OO0 MUGPYIOMIUX KOMIBIOTEPHYIO HHPOPMAIIHIO Ha CEpBEpax.

Cmamovsa 355. Hapywenue npasun skcniyamayuu KOMNbIOMEPHOU CUCMEMbl UTU
cemu

1. YMbllieHHOE HAapyLI€HUE MPaBUIJI SKCIUIyaTallUd KOMIIBIOTEPHOM CHUCTEMBI WIIH
CETH JIMLIOM, UMEIOIINM JOCTYII K 3TOM CUCTEME WJIU CETH, MOBJIEKIIIEE IO HEOCTOPOKHOCTU
YHUUTOXKEHHE, OJIOKUpOBaHUE, MOIU(PUKAINNIO KOMIBIOTEpHONW HH(OpMAINK, HapyIIeHHE
paboThl KOMITBIOTEPHOTO 000PYAOBaHMS INOO MPUYNHEHHE MHOTO CYIIECTBEHHOTO Bpeaa, -

Hakas3bplBaeTcsa IITpadoM, WM JIMIICHHEM T[paBa 3aHUMaTh OIpe/eJeHHbIC
JOJKHOCTH WJIM 3aHUMAThCsl OINPEJEICHHON AesTEeIbHOCThIO, WA HCIPABUTEIbHBIMU
paboTamMu Ha CPOK JI0 JBYX JIET, UJIM OTPAaHMUYEHUEM CBOOOIBI HA TOT KE CPOK.

2. To xe nesHHE, COBEPLIEHHOE IPH SKCILTyaTallud KOMIIBIOTEPHOM CHCTEMBI WIIU
CEeTH, cojiepxarieit naHdopMaIuo 0co00i IIEHHOCTH, -

HAKa3bIBAa€TCAd JIMIIEHWEM IpaBa 3aHUMATh OIPEJCICHHbIE JIOJDKHOCTU WU
3aHUMAThCS OTPEACTICHHON NesITeNbHOCThIO, MM OTPAaHUYEHHEM CBOOOJIBI Ha CPOK JI0 TPeX
JIET, WJIN JIMIIEHUEM CBOOOBI Ha TOT K€ CPOK.

3. Jeanus, nperyCMOTpEHHbIE YacCTSMH IMEPBOM WIJIM BTOPOM HACTOSIIEH CTaThH,
MOBJIEKIINE IO HEOCTOPOKHOCTH NOCIEACTBUS, yYKa3aHHbIE B 4acTH TpeThell cTaTbu 349
Hactosiero Konekca, -



HaKa3bIBAIOTCSl OTPAaHMYECHHEM CBOOOJBI HAa CPOK JI0 MATH JIET WIM JIUIICHHEM
CBOOOJIBI HAa CPOK JI0 CEMU JIET C JHIICHUEM IpaBa 3aHUMATh OMNPEJIEICHHBIE TOJKHOCTH
WJIU 3aHUMAThCA OMPEACIICHHON IEATeNbHOCTBIO TN 0€3 JIUIICHUS.

VYkazaHHasi CcTaTbsi MOXKET ObITh MPUMEHEHA K JIULIaM, UMEIOLIUM JOCTYII
K KOMIIBIOTEPHBIM CETSM H CHCTEMaM, B KOTOPBIX XPAaHWUTCSA 3HAYAMAs
nH(popManus, XalaTHble JCUCTBUS KOTOPBIX TMPUBEIM K HapYLIECHUIO
()YHKIIMOHUPOBAHUS TAKUX CHUCTEM.

OTBETCTBEHHOCTh 32 JCSHHUSA, TNPEIYCMOTPEHHBIC cm.cm.349-355,
HacTynaer ¢ [6-1emnezo 6o3pacma.

Takke ¢ ucronb30BaHUEM CeTH IHTEpHET MOKET COBEpPIIATHCS P MHBIX
YTOJIOBHO HAKa3yeMbIX MPOTUBOINPABHBIX JICSTHUI:
— MomieHHnuecTBo (c1.209 YK);
— MpPUYUHEHUE MMYIIECTBEHHOTO yiiepOa 0e3 mpu3HakoB xwuineHus (cr.216
YK);
— U3TOTOBJICHHME W PACHPOCTPAHEHHE MOPHOTPAPUUECKUX MATEPUATIOB WIIU
peaMeToB nopHorpaduyeckoro xapakrepa (¢r.343 YK, cr.343-1 YK);
— kieBera (cT.188 YK);
— ockopOienue (cT.189 YK);
— PA3)KUTaHUE PACOBOM, HALIMOHAJIBHOM WIIM PEJMTHO3HOW BPAXKIbl UM PO3HU
(c1.130 YK) u unsie.

B pesynbrare paboOThl, HaNpaBlIC€HHONW Ha BBISBICHUE M PACKPBITHE
PECTYIJICHUN YKa3aHHOW KaTEeropuu Ha TeppuTopuu I'poaHEeHCKON 001acTu, B
2018 rogy ObUIM TOCTUTHYTHI CIAEAYIOIINE pe3ynbTarhl. 3apeructpupoato 300
(+34 x mpornutomy romy wiu +12,8%) mpectymieHuii B cdepe BBICOKHX
TeXHOJIOTUH, B ToM umcie 211 (+34, +19,2%) — no cr.212 VK, 89 (+/-) —
IPECTYIUIEHUs NPOTUB UHPOpMAIIMOHHON Oe3omacHoctu (67 — no ¢1.349 VK, 3
—¢1.350 YK, 15 — ¢1.351 YK, 2 — ¢1.352 VK, 2 — ¢1.354 YK). VY neiabubiii Bec
npecTymyieHuid B cdepe BBICOKUX TEXHOJOTUM, MO KOTOPHIM YCTAaHOBJIEH
MO/I03PEBAEMbII U TMPOU3BOJICTBO IO KOTOPHIM OKOHUYEHO B ['pogHeHcKoOMH
obnactu coctaBui 50,2% nipu cpenHepecnyOIMKkaHcKoM okazatese 42,8%.

[lo OKOHUYEHHBIM TPOU3ZBOACTBOM  VYTOJOBHBIM  JieJlaM  BBISIBJICH
MaTepuaibHbIM yiepod B cymme Oosiee 41 Teicsum pyoOsent, /5% KkoToporo
BO3MEIIICHO Ha CTAJIUU CJICACTBUSI.

3a coBeplieHHE TMpecTyIUieHMH B cdepe BBICOKMX TEXHOJIOTHM K
yrOJIOBHOM  OTBETCTBEHHOCTHM  mpuBiedyeHo 106 jwn, w3 Hux 2
HecoBepIIeHHONeTHUX, 30 xeHmuH, 31 — paHee CyTUMBIX.

JIBa mecsama 2019 roma 1mOKa3bIBalOT, 4YTO AKTUBHBIA  POCT
KHOEPIPECTYMHOCTU TPOJ0JDKAETCA. 3apeructpupoBano 138 mpecryruieHuid,
YTO MOYTH B 2,5 pasza BhIIIE TMOKAa3aTells aHAJOTHYHOTO IMEpHojaa MPOIIIOro
rojia, u3 HUX 77 (poct Oosee yeMm B 2 pa3a) — XHILEHUS C KapT-cueToB U 61 —



MpeCTyIUIeHus] MpOTUB WHMopMaimonHoil Oe3omacHocTtu. [lo Bcem (aktam
XUIEHUN YCTAaHOBJICH UMYIIIECTBEHHBIN yiiep0 B cymme 40,8 Toic. pyOnel nin
B cpeadem 305 pyOuteit Ha 1 pecTyrieHue.

HeoOxomuMo OTMETHTBH, UYTO NPECTYMHOCTh B cdepe BBICOKHUX
TEXHOJIOTHI XapaKTepU3yeTCsl BBICOKOW CTENEHBIO JJATEHTHOCTH, B PE3YyJIbTATEe
YEero peayibHOE KOJMYECTBO KHOCPUHINIEHTOB CYIIECTBEHHO BBIILIE.

B pesynbrare pa0oThl, HampaBiICHHOW Ha BBISBICHHUE M PACKPBITHE
MPECTYIUICHUM YKa3aHHOW KaTeropuu Ha tepputropuu ['poaHeHckoii obnactw,
3a 8 wecsueB 2019 roma ObUTM JOCTUTHYTHI CIEAYIOIIME PE3YJIbTATHI
3apeructpupoBano 548 (+373 k nponuioMmy rogay win +213,1%) npecrynieHuit
B c(epe BHICOKMX TexHOooruid, B ToMm uncie 338 (+134, +147,8%) — no c1.212
YK, 210 (+158, +303,8%) — mpecTymieHuss OPOTUB WH(GOPMAIIMOHHOM
oe3zonacHocTH (190 — mo ¢1.349 VK, 1 — ¢1.350 VK, 18 — c¢1.351 YK, 1 —c1.352
VYK). VnenbHblli Bec mnpecTymsieHUd B cdepe BBICOKMX TEXHOJOTUH, IO
KOTOPBIM YCTAHOBJICH MMOJI03PEBAEMBIN U MMPOU3BOICTBO MO KOTOPHIM OKOHYEHO
B I'pomnenckoit obnactu coctaBuin 31,6% npu cpeaHepecnyOIMKaHCKOM
nokazarese 31,5%.

[Io OKOHYEHHBIM TMPOU3BOJACTBOM  YTOJOBHBIM JieJlaM  BBISIBJICH
MaTepUaIbHBIN yiepo B cymme 6osiee 80,1 Thicsuu pyoIiei.

3a coBeplieHUE TPECTyIUieHud B cdepe BBICOKUX TEXHOJOTHH K
OTBETCTBEHHOCTH TpuBJIeYeHO 127 i, U3 HUX 4 HECOBEPIIECHHOJETHUX, 36
YKEHIIUH, 43 — paHee CyJIUMBIX.

B 2018 u mavame 2019 roma Ha Tepputopuu ['poIHEHCKOHN oOyacTu
HAOJII0aeTCsl OTUYETIMBAs TEHACHIIUSI POCTa KOJUYECTBA (PAaKTOB COBEPILICHUS
IPOTUBOIPABHBIX NEIHUI B ceTd MHTEpPHET, KOTOPhIE BBIPAXKAIOTCS, C OJHOM
CTOPOHBI, BO «B3JIOME» M HECAaHKIIMOHMPOBAHHOM HCIIOJIb30BAHUM YUYETHBIX
3amucedl TMOJIb30BaTEIE B COLMANBHBIX CETSIX, & C JPYrold CTOPOHBI — B
COBEPIICHUM XHUIIEHUW C KapT-CUETOB TPaXKJaH IIyTEM HCIOIb30BAHMUS
KOMITBIOTEPHOM TEXHUKHM JIMOO MolieHHn4YecTBa. M B o0oux ciayuasx
3JI0YMBIIIJICHHUKH MOJIB3YIOTCSI U3JIAIITHEN JIOBEPUHUBOCTHIO u
HEOCMOTPUTEJILHOCTBIO CaMMX TOJIb30BaTEIC, a TakkKe MX XaJIaTHbIM
IOJIX0/IOM K OOECHeueHHI0 OE30MaCHOr0 HCIONb30BaHUs ceTu WHTepHeT U
HEKOTOpPbIM  HECOBEpPUIEHCTBOM OaHKOBCKMX HMHCTpyMeHTOB. (CoriacHo
MPOBEJICHHOr0 aHaln3a Takue npectymieHus B 2019 roay cocTaBisitoT OKOJIO
84% ot of0mero uwucia BceX BO30YKACHHBIX JI€I MO JIMHUM BBICOKHUX
TEXHOJIOTUU.

CHauana TPECTYNMHHUK TIOJIy4aeT HECAHKIMOHUPOBAHHBIM JIOCTYN K
CPEACTBY CBSI3U C MOTCHIHAIbHBIM TOTEPIEBIIMM, OOBIYHO 3TO Y4YETHBIE
3anucu B comuanbHbIXx ceTsix BKonrtakte, OMHOKIACCHUKH, AJIEKTPOHHBIC
MIOYTOBBIC SIITUKH, aKKAYHThl B Pa3JMUYHBIX MpPOrpaMMmax, MpeaHa3HAuCHHBIX
I oOMeHa cooOmeHusiMu, Hanpumep SKype. Yaime Bcero 3To CTaHOBHUTCS
BO3MOXKHBIM BBUy HEOPEKHOTO OTHOILICHHE BIAJeNblla caiiTa K 00eCIeueHHUI0



COXPAaHHOCTU KOHQUICHIMAIbHON HHpoOpManuu (JIOTUHOB, TMapoJyied) o
MOJIb30BaTENIAX JIMOO OECHneYHOCTH camuXx Mosb3oBateneid. [lpu sTom Takas
0€CreyHOCTh CO CTOPOHBI MOJIb30BATEIICH MOXKET MPOSIBISATHCS B!

— TOTMaJaHUU Ha YAOYKY JIUIl, CO3JABIINX «(UIIUHTOBBIN» (MMUTHPYIOUIAN
HACTOSIIIIMI) CalT;

— BBOJIC JIOTMHOB M TapoJjeil OT CBOMX YYETHBIX 3alUced B COICETH WM
AJIEKTPOHHBIX TIOYTOBBIX SIIUKOB HA WHBIX, HE HMCIOIMIMX OTHOIICHHS K
()yHKIIMOHUPOBAHUIO YKa3aHHBIX CEPBUCOB, CaiiTax;

— HWCTOJB30BaHUN MJACHTUYHBIX PEKBU3UTOB NJISl aBTOPU3ALMU Ha Pa3IUYHbBIX
pecypcax;

— HCTOJB30BaHUM CJIMIIKOM JIETKHX MapoJei;

— YCTAHOBKE HEIMPOBEPEHHOTO MPOrPaMMHOI0 OO€CIeYeHHs], MpeIaracMoro
Ha Pa3JIMYHBIX CaTax, B TOM YHCIIe, KOTJa TaKue MPUIIoKEeHUs TpeOyIOT BBOA
IJIATS)KHBIX PEKBU3UTOB, YUCTHBIX JTAHHBIX AJICKTPOHHOW MOYTHI MM aKKayHTa
B COIICETH;

— OTCYTCTBHM Ha YCTPONCTBaxX CpEJCTB, MO3BOJSIONUX OJOKHUPOBATH PabOTy
BPEJIOHOCHBIX MPOTPaMM H JIp.

[TonydnB pEKBU3UTHI, 3JOYMBIIUICHHUK 3aXOJUT B YUYETHYIO 3aIlUCh
KEPTBBI M OCYHIECTBIIAECT PACCBUIKY KOHTaKTaMm Biajesiblia B3JIOMAaHHON
Y4E€THOM 3aMCcH COOOIICHU MOIIIEHHUYECKOI0 XapaKTepa.

Cnenyer KOHCTaTUPOBaTh, 4TO (haHTa3usl MPECTYMHUKOB O€3rpaHUYHa,
BApUAHTOB (POPMYJIHMPOBOK TAKHUX MPOCHO MHOXKECTBO, MPUBEIEM HEKOTOPHIE
IPUMEPHI TAKUX COOOIICHHUN:

— «lIpuBetr, y TeOs ecTh JeHcTBYyIOIIas OaHKOBCKasi Kaptouka? Moro
3a0JI0KUPOBAJIH, a KaK pa3 CEroAHsl MHE JIOJKHBI IEPEYUCIUTh AEHBIH. MOXKHO
g JlaM PEKBU3UTHI TBOEH KapThl, HA HEE MPUIYT ACHBIU, TOTOM MEPEBEICIIb
MHE, KOT/la MO0 KapTy pa30JoKUpyroT. B onry He octanycs!»;

— «Jlo6poro Bpemenu cytok! Kakoro 6anka y te0s kaprouka? IMEHHO 3TOrO
MHE U HYXKHA, 4TOOBI M30€XKaTh KOMHUCCHUU. MOXEIIb JaTh PEKBU3UTHI WU
chororpadupoBats? Tam enie Ha 0OpaTHOM cTOpoHE Tpu IUPHI ecTh. Tebe Ha
TelneQOH NOKEH NMPUATH KojA, Hanuiuu ctoaa. Her, He Oecriokoiics, TBOM
JICHbI'M HUKYJA HE ACHYTCS.);

— «Moxenp J1aTh JOTWH U Mapojib OT UHTEpHET-OaHKuHTa. B MoeM Bhimaer
KaKyl0-TO OIIMOKY, XOUy MPOBEPUTH, €CTh JIU B TBOEM Takou Oar. [lnatexei
nenath He OyAy, Mbl K€ Ipy3bsi!»

— «[IpuBer, mpyr, s HAX0Xych B Poccuu, y MeHsl yKpaJid KOIIelIeK U TesedoH.
Cpo4yHO HYXHBI JIeHbrM Ha Owier npomoi. OThnpaBb MHE Ha KapT-CueT
(MOOMJIbHBIN HOMEp TeleOHa, KOMIEIEK B JIEKTPOHHBIX MJIATEAKHBIX CUCTEMAax
SAnpexc.densru, QIWI, WebMoney unu apyrux) ompeneneHHyio cymmy. [lo
npHUe3ay BCEe BEPHY»;



— «41 momoraro B cOope CpeaCcTB sl JISYSHUS MOEH JaIbHEW POJCTBECHHUIIBI, Y
HEee cepbe3Has Oo0Je3Hb, HYXHO MHOTo jeHer. Ilepeumcnm, ecim ecTh
BO3MOXKHOCTB, XOTh KaKyI0-TO CyMMY Ha KOIIIEJIEK».

Jlanee TPECTYNHUKY OCTAaeTCs JKJaTh OTKJIMKAa OT HHUYEro He
MTOI03PEBAIOIINX COOCCETHNUKOB M TIPOSIBIISITH CBOU CIIOCOOHOCTH B PUTOPHUKE H
yOCKICHHH.

B cnydae, xorma moteprieBmniA OT3bIBAETCS HAa YJIOBKY NMPECTYIMHUKA H,
Oynyun oOMaHYTHIM, CaM OCYIIIECTBIISICT IEPEBOJI CPEICTB HA MPEIIOKCHHBIC
PEKBU3HUTBL, B JICUCTBUSAX 3JIOYMBIIIJICHHHKA yCMaTPHUBAETCS  COCTaB
NPECTYIUIEHUS, MPEIYCMOTPEHHOTO cTarbe 209 VYrojaoBHOro KoJekca
Pecny6nmuku  bemapych «MolieHHHYeCTBO» (B 3aBHCUMOCTH OT CYMMBI
MOXUIIIEHHOTO0 MaKCHMajbHas OTBETCTBEHHOCTh MOXKET COCTABIIATH KakK TpH,
TaK U JIECATH JIET JIMIIICHUS] CBOOO/IbI).

Korma wmMeer wmecTo TIpeAOCTaBICHHE IOTEPIICBIIMM ILIATEKHBIX
PEKBU3UTOB M OCYIIECTBICHUE TPAH3aKIMK 3JOYMBIIUICHHUKOM ITyTeM WX
BBOJIa Ha Pa3IMYHBIX CalTax, MOJJICPKUBAIOIINX BO3MOKHOCTH COBEPIICHHS
IJIATeKHBIX ~ ONepaluid, HMEET MeCcTOo cTaThd 212 «XulieHne nyrem
WCITOTB30BAaHUS KOMITBIOTEPHONW TEXHUKH» (TakKe€ B 3aBUCHMOCTH OT CYMMBI
MaKCUMaJbHOE HaKa3aHue BapbUpyeTcs oT 3 10 15 ner nuieHus cBoOO b, Mpu
ATOM 3aKOHOM HE€ MpeayCMOTpeHa MUHUMAaJbHas cymMMa XuilleHus). B nannom
CiIy4ae Mo peKBU3UTAMH KapThl HEOOXOMMO TOHUMATh:

— 16-3HauHBIl HOMEpP KapThl, CPOK ACHCTBHS, UMS BIAJeiblia (3TH JaHHBIC
yKa3aHbl Ha JIMIICBOM CTOpOHE KapThl), 0ObaHO 3-3HauHbli CVC-kom ¢
0oOpaTHOM CTOPOHBI KapThl, KOJ MOATBEpPKACHUSA TpaH3akiuu J3D-Secure
(MOKeT 3aJaBaThCA MOJb30BaTENIEM JMOO (POPMUPOBATHCA MPOLECCUHTOBBIM
IEHTPOM W HAMpaBJsAThCS Ha MOOWIBHBIA HOMEpP BJaJeliblia KapThI
nocpeacTBoM SMS uu push-yBenomieHus);

— JIOTUH M Tapojib JIOCTylma K CHUCTEME JHUCTAHIIMOHHOIO OaHKOBCKOTO
oOcnmykuBaHus (MHTEPHET-0aHKUHIA), @ TAKXKE KOJI TTOATBEPKICHUS JOCTYIIA C
KapThl KOJIOB JIMOO JUHAMUYECKUI KOJI, HAIIPaBJICHHbII HA MOOUJILHBIN HOMEp
BJIaJIeiIbIIa KapThl ocpeacTBoM SMS nm push-yBenoMieHus.

Hanuuue y TpeTbux JIMIl yKa3aHHOW BbIlIe MH(GOPMAIIMKU MO3BOJIIET UM
COBEpIIATh PACXOJHBIC OINEepaluu B ceTu VIHTepHeT, HampuMmep MepeBo
CPEACTB Ha Jpyrue KapThl, MPUOOPETEHHE OJICKTPOHHBIX JICHET, OIUIATY
TOBApOB M yCIYT B Mpeesiax 0ananca KapTouku. B HEKOTOPHIX cllydasx HOCTYM
B HMHTEPHET-OAHKMHI TO3BOJISIET PACHOPsDKAThCS JICTO3UTaAMU  KJIMEHTa W
o OpMIIATH 3asIBKH Ha TOJIyYCHUE KPETUTOB.

Heo6xoauMo OTMETUTB, YTO COBEPIICHUE TPaH3aAKIUNA MO OAHKOBCKUM
IJIATEKHBIM ~KapTOYKaM CaMHUM BIIJeblleM JIMOO HapylIeHUe MpaBuil
MOJIb30BAHUS KapTOUYKaMU, BbIPA3UBIIIEECS B Mepeade MIaTeKHbIX PEKBU3UTOB
TPEThUM JIMIIAM, TPAKTUYECKU HE OCTaBJIAECT IIIAHCOB BEPHYThH JICHEKHBIE



CpPEACTBA C MCIIOJIB30BAaHMUEM JICUCTBYIOWIETO B beapycu npuHUHWIIA HYJIEBOU
OTBETCTBEHHOCTH MOJIb30BaTENeH OAHKOBCKUX KapTOUEK.

YuuTeiBass  M3JMOKEHHBIC  BbIIIE  (AKThI, TPUBEIEM  HEKOTOPHIE
pEKOMEHJAINK ISl TIOJIb30BaTelIeil CeTH MHTEPHET, KOTOPhIE MOTYT CHHU3UTh
BEPOSITHOCTH COBEPIIICHUSI B OTHOIIICHUY HUX TIPOTHUBOIIPABHBIX JICSTHUM:

— IS BBIXOJa B CETh HMHTEPHET HCIONB3YHTE YCTPOIMCTBA, HA KOTOPBIX
YCTaHOBJICHO CHEIHATbHOE MPOrpaMMHOE OOecrieueHne, MpeaHa3HauYeHHOe JIJIs
OOpBOBI C BPETOHOCHOW aKTUBHOCTHIO, CBOCBPEMEHHO OOHOBJISIHTE €T0;

— UCIOJIb3YUTE OINEPAlMOHHYI0 CUCTEMY C YCTAHOBJICHHBIMU OOHOBJICHUSIMU
0€30MacHOCTH, aKTyaJbHbIE BEPCHUU JPYroro MPOTrPaMMHOIO OOeCHedeHHs,
CKayaHHBIC U3 O(UIIMATHHBIX Mara3uHoOB MPUIIOKECHUH;

— MpU UCTOJB30BAaHUM M3BECTHHIX Bam caiiToB, oOpainaiiTe BHUMaHUE Ha UX
BHEITHUI BUJ U aJpec: BO3MOXHO Bl 3a1111 Ha MOAIETFHYIO €0 KOTHIO;

— BBOJUTE JMYHYIO HH(OpMAlLMIO TOJBKO Ha BeO-caliTax, pabOTaoluX C
UCIIOJIb30BAHUEM 3AIMIIEHHBIX MPOTOKOJOB (OOBIMHO B Opay3epe psiioM C
aJpecoM TaKoro caiiTa 0ToOpa)kaeTcsa 3Ha4OK 3aMKa Ha 3eJIeHOM (OHE);

— HE UCTION3YUTE OJMHAKOBBIC JIOTUHBI U TIAPOJIM Ha Pa3IMYHbIX CalTax;

— HE UCTIOJB3YUTE CIUIIKOM JIETKUE TapoJid, THO00 T€, 0 KOTOPBIX MOXKHO JIETKO
noraaarbcs (AaThl POXKACHUS, HOMEpa TelehOHOB M T.1.), NEPUOAUYECKU
VU3MEHSMTE CBOU MApOJIH;

— 110 BO3MOXXHOCTH HCMOJB3YWUTE NBYX(AKTOPHYIO ayTeHTU(UKAIMIO, KOrJa
KpOME BBOJa JIOTMHAa M TapoJii HEOOXOJMMO BBOJUTH BPEMEHHBIM KO,
OTHPABJISIEMBIM OOBIYHO Ha MOOWIBHBIN TenedoH B Buae SMS-coobuieHus
6o push-yBenomieHus;

— ocTeperaiTech HEOKUJIAHHBIX WJIM HEOOBIYHBIX 3JIEKTPOHHBIX COOOIICHUH,
JaXKe eclii BaM 3HAKOM OTIIPaBUTENb, HUKOT/IAa HE OTKPHIBAKWTE BIOKECHUS U HE
NEPEXOUTE MO CChUIKAM B TAKUX COOOIICHUSX;

— C OCTOpPOKHOCTBIO OTHOCUTECh K NHCbMaM, B KOTODPBIX 3alpalluBalOTCS
JaHHbIE cueTOB ((hDMHAHCOBBIC YUPEXKJACHHUS MOYTH HUKOTAA HE 3alpalliBaroT
(brHaHCOBYIO MH(OPMAIIMIO IO JEKTPOHHON MOYTE), HUKOTJ]A HE OTIPABIIANUTE
(¢brHaHCOBYIO MH(POPMAIIUIO TT0 HE3AIUIIIEHHBIM HHTEPHET-KaHalaM;

— NpU NOCTYIUIEHHH COOOIIEHUI OT 3HAKOMBIX, COJAEpXKAIUX MOOYXKIACHUE K
OCYIIECTBIICHUIO (PUHAHCOBBIX TpaH3akuuid JMOO Tmepenaye (UHAHCOBBIX
PEKBU3UTOB, 0053aTEIbHO HEOOXOIMMO IPOBEPUTH JAHHYHO HHQPOPMAIHIO C
UCIIOJIb30BAaHUEM JIPYTUX KaHAJIOB CBsI3W (JIMYHAsg BCTpeda, TeaedOHHBIM
3BOHOK, MECCEHJIKEP, MOJAEPKUBAIONINNA TOJIOCOBYIO CBSI3b), TMOO B KpaiiHeM
clydyae  WUIACHTU(UUUPYHTE  JIMYHOCTH  CcOOECeHHMKa IyTeM  3ajadu
KOHTPOJIBHBIX BOIPOCOB, OTBETHl HA KOTOPHIE HE MOTYT OBITh H3BECTHBI
TPETHUM JIUIIAM;

— HE XpPaHUTE PEKBU3UTHI KAPThl B OTKPHITOM JIOCTYINE, B TOM YHWCIIE B BUJIE
doTorpaduii, He IepeaaBaiTe KapTy TPETHUM JIMIIAM;



—eciu Bbel He wucnonb3dyere OaHKOBCKYIO IUIATEKHYKO KapTOUKy IS
OCYIIIECTBJICHUS WHTEpHET-IIaTeXe, oOpaTutech B OaHK Il YCTAHOBKHU
COOTBETCTBYIOLIMX OTPAHUYEHUN JJIs1 KAPTHI;

— UCIIONB3YUTE A IUJIaTEeXEH B CETU UHTEPHET CIEUUATM3UPOBAHHbBIC
KapTOUYHbIE MPOAYKTHI C OTACIBHBIM CUETOM, 00s3aTeNbHO MOAKII0YNTe SMS-
MH()OPMUPOBAHUE O COBEPIICHUH PACXOIHBIX TPAH3AKIINA;

— IPU OCYIIECTBJICHUH HHTEPHET-IUIATEKEN MO BO3MOXKXHOCTH HCIONB3YHTE
TEXHOJIOTUU OOECTeUeHUs JOMOJHUTEIHLHON O0€30MacHOCTH IIIATeX e, TaKue
kak 3-D Secure myig MeXIyHapOJHBIX IUIATEKHBIX cucTteM Visa nu MasterCard
unu Muatepuer [apons nis miarexxnon cuctemsl bEJIKAPT;

— B Ciy4yae NOJy4yeHUs HMHPOpPMAIMU O HECAHKIIMOHHUPOBAHHOM CIHCAHHU
CPEACTB C KAPTOYKM HE3aMEUIMTENIbHO MPUHUMANTE MEPHI K €€ OJIOKHUPOBKE
nyTeM oOpaleHusi B CIykOy MOIIepKku OaHka mo TenedoHy MO0 uepes3
MHTEpPHET-OAHKUHI, a TakKe oOpaiaiitech B 0aHK C LEJIbI0 MHUIIMUPOBAHMUS
OpoLeaypbl  ONPOTECTOBAHMS  MOIICHHUYECKUX  TpaH3aKIUH, a TakkKe
pPacCMOTPEHUSI BO3MOKHOCTH BO3BpaTa JEHEXKHBIX CPEJCTB B COOTBETCTBUM C
IPUHIUIIOM HYJIEBOW OTBETCTBEHHOCTH.

K coxanenuto, 1atb peKOMEHJAMU O TIOBEACHUHU B KaXJI0M BO3MOKHOM
Clly4ae HeJb3s, HO B OOLIEM MOYKHO IPEMIOKUTH IOJB30BATEISAM B JHOOOU
CUTyallUd HE TepATbh OJUTEIBHOCTh W KPUTUYECKOE OTHOLIEHHE K
IPOUCXOJAIIEMY B CETH UHTEPHET.

B cnyyae coBeplueHuss B OTHOLIEHUM Bac NPOTHUBOIPABHBIX JIESTHUM,
pexomeHayeM Bam B kparuaiiiive cCpoku oOpaTUThCS B OPraHbl BHYTPEHHUX
Il 1O MECTy JKUTelbCcTBa JHOO0 OOHapyKeHHs (akTa COBEPIICHHUS
PECTYIUICHHUSL.

Bama OnmurenpHOCTh yOepexer Bac u Bammx 3HakKOMBIX OT
IIPOTUBONPABHBIX MOCATATENIBCTB CO CTOPOHBI TPETHUX JIUL!

OPIICBT KM VYB/I I'poiHeHCcKOr0o 00IMCIIONIKOMA
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